
Critical right to be
remediated

nounsure

yes

Assignment of roles
to user justified by position

of employee?

nounsure

yes

Does the right fit to the
purpose of the role(s)?

yes no

unsure Are there users with
critical rights left?

SoDsingle right Single critical right
or SoD conflict?

check next right

Request removal of
roles(s) from user

Request a change
of the role

Check Job Profile
description or

OrgChart

Ask Authorization
Admin or Key User

for clarification of role
purpose / risk

Check description of
right and associated

risk

check next right

Finished

Ask Audit Team for
re-evaluation

Ask Audit team to
perform Follow-Up

check

yes

no

Does a Compensating
Control for the conflict

exist?

Compensating
Controls

Determine
responsibility for

Control, adjust docu-
mentation / concept

Provide
documentation to

Audit team

Autorization
Concept

SoD conflicts w/o
Compensating

Control are forbidden

unsure

All single critical
rights must be

remediated

Ask Audit Team for
advice
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